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Ɫᴶ ?

Why are fraud rings running rampant?



ʈ Пכ ҷʈ
ʈ Losses Due to Fraudʈ

É ԓד112 Ӗ Ԉ 3.8פּ ԈȲ  
Ḇ ү 88 аȲẔМ ᴩᾼ њᾎ ╥

ɦ ɧȲᵀ Ӗ ὔắ ȳ ᴩ 1ᾼ
ᴩⱢȲ⁄╥ɦ ᷾ ɧ ȴ

According to statistics,in 2023, the Taiwanesepublic

encounteredapproximately38,000 casesof fraud, with

the total amount exceedingNT$8.8 billion. The most

commontactic encounteredwas SMS phishing, but the

easiestscamto fall for, the#1 scamin thescamrankings,

wasthefakeinvestmentscam.



и Ҁ ứ
Cancelling Installment 

Payment Settings

᷾
Fake Investment 

Scams

ὁ
(Ϛ ה ᵫ)

Online Shopping Scams

(Landing Page Ads)

ӻх
Fake Romance Scams

FRAUD



ȳIGȳYTἨ כ
ẞ᷾ ȲṳѹҒֻх

ⅎὢ ẁ᷾ Ȳ
ѿ оиέ ᵓ

ᴟЛ ᾼ ϢљἨљ
֤Ɫ∂Ḋᴩȳ ᴩȳԍ
ῂ Ϣ љ

ҏ ᵓ ἴ Ȳ Ḗ
’  ȳל Ἠ

Victim seesinvestment

tips on Facebook,

Instagram, YouTube,

or SMS, and adds the

poster as a friend on

LINE .

Fakecustomerservice

groupprovideslinksto

investmentwebsite,

promisinghighprofits

basedonquantitative

analysis.

Victim remits money to an

unknown individualôs

account or a dummy

account with the name of a

construction materials

company, tea shop, or

enterprise.

Upon trying to withdraw

earnings,victim is met with

refusal, required to pay a

deposit fee or taxes, or the

siteshutsdown.



ɦ ᷾ ɧ
Fake Investment

Åɦ ᷾ ɧ Ȳ ╥ ᷊֤ϢἨ╥᷾ ᴔ ṝиȲ

Ϣ Ȳԛѿ ᵓȳ Л ᾼ Ȳ Ϣ᷾ ῖ

ȳ Ȳ ᴖ Ϣ֯Ϛ ᾼӻὔӂү ҌȲԛ ẞ

Ϣ љȲԛѿ֢ Ӧ Ѧ Ϣҏ Ȳ ẞ ᾼ Ὠȴ

Fakeinvestmentscamsareoftenmastermindedby fraudringsmasqueradingas

celebritiesor investmentgurus. Scammerscontactvictims throughtheInternet,

thenusebuzzwordslike high profits, steadyreturns, andzerorisk to pressure

thevictim into investingin stocksor virtual currency. Thevictim registerson a

fake transactionplatform and makesremittancesto the fraud ringôsdummy

account. The scammersthen usevariouspretextsto preventthe victim from

withdrawingmoney, resultingin thevictim beingscammed.



Goldman Sachs App - Scam Pitch (Image 2) Goldman Sachs App -Scam Pitch (Image 4)



OO Investment Co., Ltd.

Receipt

Recipient: Ms. Wu

Amount: FourMillionSevenHundredForty

ThousandNewTaiwanDollars

PaymentMethodÃRemittance PCash ÃOther



ü Ṯ ᷾ Пɦ3Ͼ ɧ:

GoldenRulesfor Combatting InvestmentScams

1ȳϾ Л ԉ ‒ ϱᾼ᷾
Neverbelieverandom online investmenttips

2ȳϾ Л ԉ ҒϤ᷾ ӂү ᵂ
Never join a random investmentplatform

3ȳϾ Л ‒҃Ϣ╓ӱ ȴ
Neverobeyother peopleôsinstructions to remit money

ֿKeywordsȸ
’ ᵓȳ Л
Guaranteedprofits,steadyreturns,zerorisk

╥ Itôsascam!

詐騙集團下大餌 100萬引誘騙走500萬 ｜TVBS新聞 @TVBSNEWS01.mp4


Л
╓ӱ ᵂATM
Never listen to any 

phone call 

instructing you to 

operate an ATM.

Ϛ Pitch 1

ᾬ ᶧҏ Ȳ ᴩϢ ẃ ᵫ῀ᴟATM ᴩậ ứȴ
here wasan error processingyour online purchase. The bank employee

calls with instructions on how to canceland removesettingsat an ATM .

ϡPitch2

ATM ᵂ ׀, ҏᴟ―ᵓ Ȳṳᵫ῀ ᶧ
ȴ

TherewasanATMoperationerror.Withdrawyoursavingsandbuy

gamingpointsataconveniencestore,thentellthecallerthepointcard

code.

Ϯ Pitch 3

₇ Ӣ , ᵃ ‒ӣққ ц Ȳԛ֫ ȴ
The product has a defect. Fill out the faxed return form, including

your credit card number and authorization code, then sendit back.

и Ҁ ?ᵑԛ Ϡ
Cancelinstallment payments?Donôtget scammedagain!

Scam

Scam

Scam



–Ϥ ῏
ậ ᾬӻὔ

Scammer infiltrates e-commerce 

site database and steals personal 

information from shop 

transaction records

+886 Ḃ   Ἠ
ᴩⅎὢѻ ậ‒ ῏
Using a +886 spoofed phone 

number, scammer impersonates e-

commerce site or bank customer 

service and initiates phone call to 

gain consumerôs trust

֪ ῏ӻὔ , ϯԝ
ᴩ ῏,ѿậ ῏

‒ԉ:
Becausethescammerhasobtained

theconsumerôstransactionrecords,

theycanusethefollowingscam

pitchestotricktheconsumerand

gaintheconsumerôstrust:

1. иכ Ҁ
Mistakenlysetupinstallment

payments

2.с VIP

MistakenlyupgradedtoVIP

status,requiringafee

3. ứ
Errorinordersettings

4. Єכ ל
Mistakenlysetupbulkdiscount

ḖṼ╓ӱ ᵂẃ ϱ ȴ
Then,thescammerinstructsthe

consumeronhowtofixtheseerrors.

ᵂATM

ATM operations

ᵂ ᴩ
Online banking 

operations

Purchasinggaming 

points

и
Identifying the Cancel Installments Scam

Scam

NationalPoliceAgency,Ministry

oftheInterior

CriminalInvestigationBureau



ATMᾎ и Ҁ ȲṪɦ Ю ɧҠѿȹ
ATMscannotcancelinstallmentpayments.Cananñonlinebankingmoneytransferinterfaceò

doit?

ẃ ֵϢ ᾼATMⱢḆ― ᾼ ᴩ Ȳ Ϸ᷿ Ȳѿɦ
Л ɧᾼѠהϯњȲ ֵϢắ ϱ ȴ

MoreandmorepeoplearemovingawayfromphysicalATMsforconductingmoneytransfers

andoptingfortheconvenienceofonlinebanking.Fraudringshaveseizedthisopportunityto

putanewtwistonanoldscam,causingmanypeopletobetricked.

Є Ȳẃ ӱ ҏ ɦ+ɧֿ Ȳ҅ῶ╥ ҵẃ ȲḆḥצ
ɦ+886 вӀ ɧᾼ Ȳה ПҵȲATMѿцױ ᴩϷḥצ

ȳ ל ᾼғ
Beaware,ifanincomingphonecalldisplaysanumberbeginningwithañ+òsign,

itindicatesthatthecalliscomingfromoutsidethecountry.Thereisnoñ+886

(localphonenumber)òformatfordomesticcalls.Furthermore,ATMsandonline

bankingplatformshavenofunctiontocancelordersorreverseduplicate

charges

ẞҠ Ӈ ЊїȲ Ӵᵛ Ӊ165ч ▲
Ifyoureceiveasuspiciousphonecall,pleaseexercisecautionandimmediatelycall

the165Anti-fraudHotlineforverification



ü и Ҁ Пɦ3Ͼ ɧ
3 Golden Rules for Combatting Cancelling Installment

PaymentScams

1ȳ ᴞ ⅎὢϢ ẃ Ͼ ȴ
If you receive a phone call from someoneclaiming to

be e-commerce customer service personnel, heighten

your vigilance!

2ȳϾ Л ‒҃Ϣ╓ӱ ᵂATMȳ ᴩἨ
ȴ

Never obey instructions to conduct ATM or online

banking operationsor to purchasegaming points.

3ȳϾ Л ‒ӣқϱПԉᴶ С҃Ϣȴ( )

Never divulge any information printed on your credit

card (e.g., authorization code)to other people.



≢ ậ   қ(׀ )?

How do fraud rings obtain your bank card (passbook)?

ӻх
Romancescams

ҏ љ
Rental accounts

Ḗ
Fakejoboffers

Fake loans

и
Cancelling

installmentpayments
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Government agency

impersonation
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ẂЄе
Big reveal of real cases

165ԓӖṮ
165 Countering Fraud as a 

Nation
NationalPoliceAgency,MinistryoftheInterior

CriminalInvestigationBureau



Ϣ љ Ẃ
Real Cases of Dummy Accounts
и

Cancelling Installments

 е
Government Agency 

Impersonation

ᶺ ὑ ᾬȲ⁯ Ȳѿ
ᾼ ӦȲ Ḗ қИ

ל ȲᶺṼ╓ӱ қȲП∟ᶺᾼ
љ ӱИ ȴ

I madean online purchase,only to be called by

a fraud ring. They claimed there was an error

with my order and said I neededto mail them

my ATM card so they could reverse the

duplicate charges. I mailed them my ATM

card as instructed; subsequently,my account

wasflaggedand I realizedIôdbeenscammed.

ᶺ  љ╜Ṷ Ἤẃ Ȳ Ϣצ ᶺᾼ Ԉ
Ө љ ӐȲ∟ẃצ  ᾼ Ừц ẃ
Ȳ ᶺ ц֑ Ȳṳṻ Ầᵗᶺ ᴩц

и Ḗᶺ   қц Ὅ֯ ,П∟
ᶺᾼ љ ӱИ ȴ
I receiveda phonecallfromsomeone

impersonatingthehouseholdregistrationoffice.

TheyclaimedthatsomeonehadstolenmyIDand

appliedforahouseholdregistrationtranscript.

Later,Iwascalledbyafakeprosecutorandfake

police;theysaidIwasinvolvedinacriminalcase

andpretendedtoassistmeindeferringexecution

andhandlingthecaseassignment.Theyrequired

metoplacemybankcardandpasswordonthe

roadside.Subsequently,myaccountwasflagged

andIrealizedIôdbeenscammed.

Л   љӻ ԉᴶϢ
Donôt give your bank account to anyone!

ֿ: ȳ и ȳ қ
Keywords: order error, cancellinginstallments,

ATM card

ֿ:љ╜Ṷ Ἤȳ Ừȳ ȳ  қ
Keywords: householdregistrationoffice,

prosecutor,police,bankcard

165ԓӖṮ
165 Countering Fraud as a NationNationalPoliceAgency,MinistryoftheInterior

CriminalInvestigationBureau



Ḗ
Fake Job Offer Fake Loan

ᶺ֪ⱢḖ ḖȲὑ ϱכẞ ҅ЏᾼЏᵂ
ᵫȲ∟ ҒϠ ѠLINE ∟,Ѡ Ḋ
ᶺᾼ ᴩ Ȳ Ḗᶺ   қ ҏ ╥ᵡⱢӐϢ
ᴩ Ȳ֪ױᶺṿӣ ἇẞἇ ҏ  қṳὑ

LINEᵫ῀  қ Ȳ∟ ѠꞋ ҏ ҅ЏḊ
Ȳᶺᾼ љ ӱИ ȴ

Iwasjobhunting,andIsawaworkfromhome

opportunityadvertisedonFacebook.AfterIaddedthe

recruiteronLINE,theyclaimedtheywantedtoremit

thematerialsfeetomybankaccount,andneededmeto

mailthemmybankcardsotheycouldverifythatIwas

theactualaccountholder.Iwenttotheconvenience

storeandusedstore-to-storeshippingtomailoutmy

bankcard.Ialsoinformedthemofmybankcard

passwordonLINE.Afterthat,theyneversentmethe

materialsfortheworkfromhomejob,andmyaccount

wasflagged,whichfinallyalertedmethatIôdbeen

scammed.

ᶺ֯ ϱכẞ   Ḗᾼ ᵫ∟ ϯᴞАᾼLINE

IDȲѧ ѿOO еҨП֤ ҒᶺLINEȲ Ҡѿ
Ầᵗ ז Ȳᵀ Ԓ ẁ Ϣ ᴩП ц

ѿ Ԉ Ȳᶺ― ẁ֤ϯ ᴩП ᴩ
ȲП∟ ӱИ ȴ

I wason Facebook,and after seeingan advertisement

about capital needs,I left my LINE ID. The scammer

added me on LINE, using the name ñOOFinancial

Management Companyò. They claimed they would

assistme in getting a loan. But first they neededme

to provide my personal online banking account and

password to increase my loan approval rate. I

provided the online banking account and password

for the account in my name; afterward my account

wasflaggedand I realizedIôdbeenscammed.

ֿ:Ḗ ȳ ҅Џȳ  қȳLINEȳἇẞἇ
Keywords: job hunting, work from home, bank

card, LINE, store-to-store

ֿ: ȳ Ԉ ȳ ᴩȳLINE
Keywords:loan,approvalrate,onlinebanking,

LINE

Ϣ љ Ẃ
Real Cases of Dummy Accounts

165ԓӖṮ
165 Countering Fraud as a NationNational PoliceAgency,Ministry of the Interior

Criminal Investigation Bureau

Л   љӻ ԉᴶϢ
Donôt give your bank account to anyone!



ӻх
Romance Scam

ҏ љ
Rental Account

ᶺ ẞ֯ ҵЏᵂᾼὣхẃ Ȳ ֫ ἪȲ
5  רּ ᶺ ᶺԒ ҃╥Ἢ,ᵀכ҃ ֪Ɫ ҵ
֫ẃ ҵ ᶝȲἬѿҪᶺҒϚ֤Ҫ000ᾼ

LINEȲ ҃╥ҵ ᶝϢ Ȳ000 ᶺ᷂ қц
҃И Ầᵗᶺ Ȳ ᶺᾼ љ ӱИ
ȴ

I receiveda phonecall from a friend working overseas,

claiming they wanted to comeback to our country and

buy a house. They wanted to remit US$50,000 to my

account so I could house hunt. But they said money

remitted from overseas needed to go through the

foreign currency office and asked me to add OOO,

who was supposedly staff at the foreign currency

office, as a friend on LINE . OOO asked me to mail

them my bank card and passwordso they could assist

with the remittance. When my account was flagged, I

finally realizedIôdbeenscammed.

ᶺ֯ ῂ ϱכẞϚ⁄ ѝȲ ѝ  ☼
ҏ љȲ ֻᶺצ  ḖȲὑ╥ᶺ Ṃ
ѠȲ∟ ѠҒLINEȲᶺ ẁᶺᾼ  қԚ3

ѠȲṳѹ ẁ  қ ,∟ ᶺ
И љ ӱȴ
IsawapostinoneofmyFacebookgroupsabout

gamingcashflowrentalaccounts.Asithappened,

Ineededcash,soImessagedthepersonand

subsequentlyaddedthemonLINE.Igavethema

totalof3bankcards.Furthermore,Iprovidedmy

bankcardpasswords.Later,whenItriedto

withdrawmoney,Idiscoveredthattheaccounts

hadbeenflagged.

ֿ: ҵὣхȳҵ ᶝȳ қȳLINE

Keywords: overseasfriends, foreign currency office,

ATM card, LINE

ֿ:ҏ љȳ  қȳLINE
Keywords:rentalaccount,bankcard,LINE

Ϣ љ Ẃ
Real Cases of Dummy Accounts

165ԓӖṮ
165 Countering Fraud as a Nation

NationalPoliceAgency,MinistryoftheInterior

CriminalInvestigationBureau

Л   љӻ ԉᴶϢ
Donôt give your bank account to anyone!





ὁ
Online ShoppingScams

ѧ ὑῂ ӂ
֢ ₇ ѝ

ᵮіӖ ♅
Scammer posts on social platforms 

pretending to sell various products 

and entices victims to inquire.

ᵓӣ ȳ ẞҀ ȳLINE 

PAYȳ Ѡה ᴩӻὔ
Conducts transaction via online 

remittance, cash on delivery, LINE 

PAY, purchase of gaming points, etc.

ᵓӣῂ ӂ ᾬ
Shopping on social platforms carries a high risk of being scammed.

ṏ ȳ ẁ ϮѠќҀ Пὁ ӂ
Only choose reputable stores and platforms that provide third party payment channels.

Ҁ ∟ Ѡҷҟ Ȳ
After payment, the seller ignores 

messages, and the victim realizes 

theyôve been scammed.

National PoliceAgency,Ministry of the Interior

Criminal Investigation Bureau



Ϛ ה ᾬ ᵫ
Characteristics of Landing Page AdsCriminal Investigation Bureau

SCAM

Independent Suspension System

Super Strong Aluminum Alloy

Off -Road Extra Large4WD RC

Truck, Super Tough RC Off-

Road Battery ChargerOutdoors

RockClimbing

Sale Promo

Buy Now

5836 sold

Only 61 remaining Ends in 07:28:31

Free ShippingCash on Delivery

7-Day Money-

Back Guarantee

Order Inquiry
Photos and Details

1: ϱḥצеҨ֮ᵿȳⅎὢ (ἨḥϢ )ȳҬ І
‒ ȴ
Characteristic1:Webpagedoesnotlistthecompanyôsaddressor

customerservicephonenumber(ornooneanswersthephone);only

ane-mailaddressisprovided.

2: Ὑ ᵅὑӀ ᴩ ȴ
Characteristic2: Theselling price is markedlylower thantheretail price.

3: ѿ Ἠ ѠהᵮіӖ ȴ
Characteristic3: Frequentlyusestime limits or countdownsto attract

customers.

4:g ȳ 7щצ ᵛҠὊ ȴ
Characteristic4:Freeshipping,7-daymoney-backguarantee,allows

box-openingtoinspectgoods.

5:Ҭ ṿӣ ẞҀ Ἠ‒ӣқҀ (ṿӣ‒ӣқ צ ẚᾼ
)

Characteristic5: Only accepts cash on delivery or credit card

payments(using a credit card has a risk of incurring fraudulent

charges).

6: Єֵ ᶈצ ֿἨṿӣЄ ӣ (᾿ ȳ ȳќ
═ )

Characteristic6: Generallyusesa mix of traditional and simplified

Chinesecharacters,or usesmainlandChinesewording(e.g.,᾿ ,

,ќ═ ).

PaymentMethods

Cashon Delivery

CreditCard

Xmas 80% Off Blowout Alpha

1 Pro RC Smart Visual

Programming Robot

1-year warranty against

quality defects: free exchange,

free return shipping

Officialwebsitedirectmailing



ü Ṯ ὁ Пɦ3Ͼ ɧ:

3 Golden Rulesfor Combatting Online ShoppingScams:

1. Ϣ֤צ П ᵫȲ ӇᴟӐϢἨỪѠῂ ▲ ȴ
When you seea celebrity endorsement,verify that it is the actual celebrity

or their official socialmedia account.

2. ṏצ‒ӣП Ȳ ẁҠ ϮѠќҀП ӂ ’
ᴞА ȴ
To protect your rights, only chooseonline retailers with a trustworthy

reputation, and choosee-commerce platforms that support third -party

payment.

3. ᵍ LINEȳFACEBOOK 

Ṃϯ ӻὔȴ
Avoid conducting transactions through private 

messages with the seller on platforms such as LINE and Facebook.

videoplayback.mp4


ӻх
Fake Romance Scams

ѧ ӣ↓ ȳּרЅ ὑӻхAPPȳ
ῂ ȳҒֻх
Scammerposesasahandsome

manorbeautifulwomanondating

appsandsocialsoftware,then

randomlystrikesupconversations

andaddspeopleasfriends

ᴞ ֮ Ừ( )ȳ ҵЏ ғϢЂכ
ḕщ ȳ ᵃ ṙȳ ᾼȳᴔеᴔ
Scammer claims to be a successfulperson, such

as an officer/medic on the battlefield or an

engineerworking overseas.

Every day, they ask about the victimôshealth

and refer to them asbaby, love,hubby/wife, etc.

ѿ֢ Ӧ ȳ ԅ  ᾬ₇
ѿҔ ᵃȲ├ ᵃ҅ןȳ҅’
Scammer invents various reasons for

wanting to mail the victim a package

containing their savings,pension,and other

valuables. They beg the victim to accept the

packagefor safekeeping.

ѿҔ қ֯ ȳ Ѐ ȳњ
Ӧ ḖӖ ὑ в ›Ἇ

Scammerclaimsthepackageisstuckatthe

portorairportandrequiresacustomsfee,

handlingfee,etc.,andusesthispretextto

successivelydemandthatthevictimmake

remittancesasquicklyaspossiblewithina

briefperiod.

ẞן ∟―Ϣ ȳԛϷ Лϱ
After receiving the remittances, the

scammer vanishes and never contacts

them again.
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National Police Agency, Ministry of

the Interior

Criminal Investigation Bureau



mailto:老師網路交友遇詐!%20積蓄1千萬慘被騙光｜TVBS新聞%20@tvbsnews02.mp4


ӻ4☼
4StagesofaFakeEscortScam

Ϣ3

3 Characteristicsof Victims

ꜛ , ὑḖᵗ
Frightened; doesnôtask for help

National PoliceAgency,Ministry of the Interior

Criminal Investigation Bureau



ɦ ɧ
SMS Phishing

Å ӭ› ᴩᾼ њᾎ ╥ɦ ɧᾼ Ȳ ᵓӣ2ЄṆ њ

ғ ȲiMessageцRCS(v )вԈᾼ ạ Ȳ в Ҕ╗eTagӣӑ

ȳѬ ȳ ȲἨ╥ ᴩ љׄԓἤᾼ љ ẞ Ȳ ∟ ẁϚ

Ἤ ᾼ ỪѠ Ȳ ẞӖ ҟȲ і Ϥ Ϣ ȳ љἨ╥Ẕ҃

ᵂȲ֯ậ ∟Ȳԛі Ӗ ҟ ᵂȲ ∟᷂ љᾼ Ἠ╥ ẚ‒ӣқȴ

Currently,themostprevalentscamtacticisSMSPhishing.Fraudringsexploittheinternal

mechanismsoftwomajormobilephoneSMStransmissionsystems,iMessageandRCS

(instantmessaging),totransmitmessages.Themessagecontentincludesnotificationsof

eTagfeenonpayment,overduewaterorelectricitybills,orbankaccountsecurityissue

resultinginaccountclosure,thenprovidesalinktoafakeofficialwebsitesetupbythefraud

ring.Scammerswaitforvictimstoclickontothesite,wheretheyareguidedtoinput

personalinformationoraccountnumbers,orconductotheroperations.Afterobtaining

personalinformation,theycontinuetoguidethevictimtoconductoperations,finallythey

fraudulentlytransferfundsfromtheaccountormakeunauthorizedcreditcardtransactions.





RCS

RCS SMS Scam



Fraudulent SMSAlert

Ὼ 1

Recent Fraudulent SMS (Pattern 1)

‒ ӱ
Friendly reminder from Far EasTone

ᾼӣљ ֻ , Ѧ20233דѣ25ѡ ᾼ
:5559, ὑϮ Џᵂѡвẞ ,Ɫ ᵍ , ц ᵋ
ȴ

https://www.fetnete.cn

֫ 1 ♄ ậ
Dear customer, as of March 25, 2023, your F-Coin

balance is 5559. Your coins will expire in 3 days. To

avoid losses,pleaseexchangeyour coins for rewards

immediately.

http ://www.fetnete.cn

Replyñ1òto activate the reward link

М ‒: ֫ ӱ, ᾼ љ5340 и ὑЭ
ѡ в ẞ , ᵂ , ц ᵋ
₇:http ://www.chtcom-vip.com

֫ 1 ♄ ậ
Chunghwa Telecom: Member rewards reminder:

Your account has 5340 points expiring today.

Expired points will be lost. Pleaseexchangeyour

points for rewards immediately:

http ://www.chtcom-vip.com

Replyñ1òto activate the reward link

ֿ: ♄ ȳ љȳ֫
Scamkeywords:activatelink,account,reply

National PoliceAgency,Ministry of the Interior

Criminal Investigation Bureau



Ὠӣљ с
ⱢiOS 16.2ѿϱᾪӐ
ᵍןẞiMessage

Apple users! Please immediately update 

to iOS 16.2 or higher to avoid receiving 

fraudulent SMS in iMessage.

Ὼ 2

Recent Fraudulent SMS (Pattern 2)

Ḧ ן ῀ɛ ᾼ111ד⇔Ḧ
  2880а , ὑ 112/04/05 ›

,https://infirj .vip/֫ 1 Ở ▲
Notification of overdue vehicle fuel fee Your

2022 vehicle fuel fee past due amount is

NT$2880. Please pay by April 5, 2023.

https://infirj .vip/ Reply ò1ò to begin link

query

: ‒ ῏ȳ Ḗ ȳ ẞ ȳḦ
Scamkeywords:telecommunicationsoperators,request

feepayment,pointsexpiring,vehiclefuelfee

Fraudulent SMSAlert

National PoliceAgency,Ministry of the Interior

Criminal Investigation Bureau



ӑ῀ ԈϢ ẃᾼ
Filter SMSfrom unknown senders
ứ> ,֣ϯ ᴟɦ ɧ, ∟ ɦ ӑ῀ᾼ ԈϢɧȴ

Settings> Messages,scroll down to ñMessageFilteringò,then turn onñFilterUnknownSendersò

֫ Ἠệᶃ
ReportingscamorspamSMS
֯ ԝῶМȲ┬ᴰệᶃ Ȳ ∟ Ϛϯɦ֫ ệᶃ ɧȴֽὨБӉ ,ᴟ Ἁ ,Ϛϯ
ɦ֫ ệᶃ ɧȲ ∟ Ϛϯɦᵔ ṳ֫ ệᶃ ɧȴ
Inthemessagelist,tapthespammessage,thentapñReportJunkò.Ifyoualreadyopenedthemessage,

pleasetapñReportJunkòatthebottomofthemessage,thentapñDeleteandReportJunkò.

ẃ :phoneṿӣњҌ
Source: iPhoneuser manual

Fraudulent SMSAlert

NationalPoliceAgency,MinistryoftheInterior

CriminalInvestigationBureau

收罰單未繳簡訊當心詐騙 警方：催繳單必紙本寄發｜20230505 公視晚間新聞.mp4
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Watchoutforfraudringsimpersonatingfamousfastfoodrestaurantsanddrink

shopsandsharingcouponsorinstantcoupons,whichareactuallyphishinglinks

formaliciousattacks!!

ї ɦЍ ᾼ ᵛṹẙ ᵫἨ ᾼ ɧ
Lookout!CounterfeitMcDonaldôsinstantcouponðisitalimitedtimesaleora

fraudulentphishingwebsite?

ῺӖ ֯ ϱכẞ ᾼ♄ ᵫȲṳі ϤϚ ᶮ −
ᾼ ȴ ╥ Ӗ ҟ Ϥ Ϣȳ‒ӣққ ȳ Ȳ ẚ
Ⱥӂ Ϡ їЛὙᾼ ҵȲ ӇϚứ ỪѠ ᵿ╥ᵡӔ ȲḆЛ
― ȴ

Recently,membersofthepublichaveseenadvertisementsforthistypeof

promotiononline,andbeenguidedtoenterapagethatisdesignedtoresemblethe

McDonaldôswebsite.Thesiteattemptstotrickpeopleintoenteringtheirpersonal

information,creditcardnumbers,authorizationcodes,andotherinformationin

ordertomakefraudulentcharges!InadditiontobeingwaryofunknownSMS

links,youmustalwaysverifywhethertheofficialURLiscorrect,andneverinput

personalinformationwithoutdueconsideration!

Ҡ Ό

IfyoureceiveasuspiciousmessagelikethisoneΌ

1ȳԒ▲ Verifyfirst!

2ȳЛиṹDonotshare
3ȳᶶ Quicklyreport

Ὑ ммȲИ╥ ᾼỪѠ Ԏ

TheverificationcheckmarkindicatesaverifiedofficialfanpageԎ
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