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How much do you know about fraud?

ri-nguesss@sy n n || B




=

[ DAEEEL N
ih Losses Dueoto =raug

S Mor e E b 538 b)Y

B Yo 088 | Yol M P A A T
h YT E Aga oy op 1A
PLY/'"'h < f] L

According to statistics,in 2023 the Taiwanesepublic
encounteredcapproximately38,000 casesof fraud, with
the total amount exceedingNT$8.8 billion. The most
commontactic encounteredvas SMS phishing but the
easiesscamto fall for, the#1 scamin the scamrankings,
wasthefakeinvestmenscam
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Victim seesinvestment Fakaeoust osneerrv i ne w ™ : .
tips on Faceboo groppovl ddkos CVlctim remits money to an  Upon trying to withdraw

: .. unknown i ndi vi dearainhgs, gctim is met with
Instagram, YouTube. e gccount or a dummy refusal, required to pay a

or SMS, and adds the promibki golgr of i t 8§

cclo%ntewith the name of a  deposit fee or taxes or the

poster as a friend on base®dquantita : : .
LINE anal.ysi s construction materials  site shutsdown.
' company, tea shop, or
enterprise.
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Fakeinvestmenscamsareoften mastermindedby fraudrings masqueradings
celebritiesor investmengurus Scammergontactvictims throughthe Internet,
thenusebuzzwordslike high profits, steadyreturns andzerorisk to pressure
the victim into investingin stocksor virtual currency Thevictim registerson a
fake transactionplatform and makesremittancesto the fraud r i ndymmy
account The scammerghen usevarious pretextsto preventthe victim from
withdrawingmoney resultingin thevictim beingscammed




[szArpr srsmsmmmenr]

Goldman Sachs App- Scam Pitch (Image 2)
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Golden Rules for Combatting Investment Scaims
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Never believe random online investmennt tips
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Never join a random investimeant platioiim
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Cancelinstallment payments?D o ngettscammedagain!
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herewasan error processingyour online purchase The bank employee
callswith instructions on how to canceland remove settingsat an ATM .
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The product has a defect Fill out the faxed return form, including
your credit card number and authorization code then sendit back.
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Identifying the Cancel Installments S¢
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3 Golden Rules for Combaitting Cancelling Installment
Payment Scams

A FOWHEW TEC 1" !
If you receive a phone call from semeoneclaiming to
be e-commerce customer service personnel, heighten
your vigilance!
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Never obey instructions to comduct ATM or online
banking operationsor to purchasegaming points.
€ EAE K e A CreWl ( )
Never divulge any informatiom printed on your credit

card (e.g., authorization code)to other people /
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Real Cases of Dummy Accounts
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I made an online purchase,only to be called by
a fraud ring. They claimed there was an error

with my order and said | neededto mail them
my ATM card so they could reverse the
duplicate charges | mailed them my ATM

card as instructed; subsequently,my account
wasflaggedand | realizedl ébdenscammed
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| wason Facebook,and after seeingan advertisement
about capital needs,| left my LINE ID. The scammer
added me on LINE, using the name i O Grinancial
Management C o mp a.nThey claimed they would
o] assistme in getting a loan. But first they neededme
S to provide my personal online banking account and
1 i e n password to increase my loan approval rate. |
provided the online banking account and password
for the accountin my name afterward my account
wasflaggedand | realized| 6bédenscammed
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National Police Agency, Ministry of the Interior
Criminal Investigation Bureau
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Real Cases of Dummy Accounts
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| Romance cam
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| receiveda phonecall from a friend working overseas
claiming they wanted to comeback to our country and
buy a house They wanted to remit US$50,000 to my
account so | could house hunt. But they said money
remitted from overseasneededto go through the
foreign currency office and asked me to add OOO,
who was supposedly staff at the foreign currency
office, as a friend on LINE. OOO asked me to mail
them my bank card and passwordsothey could assist
with the remittance. When my accountwas flagged, |
finally realized| 6beenscammed
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Keywords: overseasfriends, foreign currency office,
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Online Shopping Scams
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Scammer
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posts on soci C(?nduct tra s:ictci)onyiaonline
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. . . ﬁAiY, pur(%gse &f ]&a%i ap irgts, etc.
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Only choose reputable stores
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National Police Agency, Ministry of the Interior
Criminal Investigation Bureau
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After payment, the seller ignores

messages, and the victim realize
theydve been

2
X

and platforms tha




u

5\“5
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s was - Super Strong Aluminum Alloy
ﬁiﬁmﬂﬂ Rﬂ 5”*5 Off-Road Extra Large4WD RC
o Truck, Super Tough RC Off-
Road Battery Charger Outdoors

NTS1599 Rock Climbing
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Only 61 remaining Ends in 07:28:31
Free Shi Eashan®elivery Back Guarantee
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Onlime Shopping Scams
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Characteristi2:"The selling price is markedlylower thantheretail price. |

3 WY HY Cnfi E |
Characteristic3: Frequentlyusestime limits or countdownsto attract
customers
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Characteristic5: Only accepts cash on delivery or credit card
payments(using a credit card has a risk of incurring fraudulent |
charges)
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Characteristics: Generallyusesa mix of traditional and simplified |

Chinesecharacterspr usesmainlandChinesewording (e.g., '
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3 Golden Rulesfor Combattlng Online Shopping Scams
L 2 W fEweY B3 A WHY G AcE)
When you seea celelbrity endorsement,verify that it is the actual celebrity
or their official secial media account
2. o+ A NY WK %2t GK G H X ’
3 A L
To protect your rights, only choeseonline retailers with a trustwaorthy,
reputation, and choose e-commerce platforms that support thiidi-party
payment.
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messagesywithithe«selleronl platfermsisuch as LN and Facebor ' .

Avoid conducting transactionstthroughprivate
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National Police Agency, Ministry of
the Interior
Criminal Investigation Bureau
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Scammer
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Scammer claims to be a successfulperson, such
as an officer/medic on the battlefield or an
engineerworking overseas

Every day, they ask about the v i c t heaith s
and refer to them asbaby, love, hubby/wife, etc.

IPVas:
invents various

the victim a package
- containing their savings, pension, and other
valuables They beg the victim to accept
packagefor safekeeping
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them again.
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SMS Phishing
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Other Fake SMS Scams

Fraudulent SMSAlert

1
Recent Fraudul e

. y
Friendly reminder from Far EasTone

AW _ , A2023T3b25w A
5559 0Ot LUWwBRB t 9
L

https://www.fetnetecn

1+ a
Dear customer, as of March 25, 2023 your F-Coin
balance is 5559 Your coins will expire in 3 days To
avoid losses,please exchangeyour coins for rewards
immediately.
http ://www.fetnetecn

Reply 10 to activate the reward link

b y mwy’

- W Yy, A_J/b5340 u 093
B 3 , w , g1 €

shttp ://www.chtcom-vip.com

R a

Chunghwa Telecom Member rewards reminder:
Your account has 5340 points expiring today.
Expired points will be lost. Pleaseexchangeyour
points for rewards immediately:

http ://www.chtcom-vip.com

Reply 10 to activate the reward link
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. Fraudulent SMSAlert
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Q 2
Recent Fraudulent SMS (Pattern 2 |
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2022 vehicle fuel fee past due amount is L QB 6W @ QA v
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https://infir] .vip/ Reply 010 to begin link Ap p| e user s ! Pl eas
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@ Filter SMSfrom unknown senders
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