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Hello!

1 2 3 4 5 6 >

Micro Star International
05-04-2023

Reveal timer: 133h 40m 45s

Micro-Star International AKA MSI designs, manufactures, and sells motherboards and graphics cards for customers in the United States, Canada, and
internationally. MSI is headquartered in Taipei, Taiwan. MSI source code, including framework to develop bios, also we have private keys.

We will publish stolen data when timer expires.
Databases: wwrlt2, eais, CTMS, ERP.
Revenue: $7B

Website: msi.com

Name Size
Lj 20220119_wwrlt2_full.dmp 255156 224
Name Size
ﬂ 20220917 _eis_full.dmp 894959616
[j I_D B_backup_2023_01_23_210012_5583508 bak

Type of file:  BAK File (bak)

Opens with: || Free File Viewer Change...
Location: G:\msi
Size: 26.7 GB (28.768.154,112 bytes)

Size ondisk: 26.7 GB (28,768,157.696 bytes)
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Proposed New Salary
Schedule for Employees | trash

‘ Elaine Smith Apr 8 <
to me

From Elaine Smith elaines@URISa
Reply T Elaine Smith elaines@uniiSsn
ing@unliv.edu

Apr 8, 2024 at 14:56

Please find the attached Revised Salary
Schedule for your review.

Thanks,
Elaine Smith

Employee Salary
Schedule.pdf

PDF
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Most common
passwords 2023

N

1. 123456

4,524,867 uses

a H H

2. admin 3.12345678 4.123456789

4,008,850 1,371,152 1,213,047

# H =

5.1234 6.12345 7. password

969,811 728,414 710,321

H = H

8.123 9. Aal23456 10.1234567890

528,086 19725 302,709

B /2R : https://www.omnicybersecurity.com/most-common-passwords-2023/



Fi n d i n g s Taiwan ) Get the 2019-2022 password list

admin Second
123456 Second
a123456 Second
12345678 Second
1qaz2wsx Second
123456a < 1 Second
janejane123 2 Minutes
password < 1 Second

a123456789 < 1 Second

B /2R : https://nordpass.com/most-common-passwords-list/




TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2023

Upper and
Lowercase

Numbers, Upper Numbers, Upper

Number of
and Lowercase and Lowercase

Characters

Lowercase

Numbers Only [

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
| ci=e
5i5ecs
52 secs
9 mins
1 hour
14 hours
6 days

Instantly
Instantly
Instantly
Instantly
Instantly
B secs
1T min
32 mins
14 hours
2 weeks
1 year
27 years
713 years

| UOSRERS

Letters

Instantly
Instantly
Instantly
1 sec
28 secs
24 mins
21 hours
1 month
6 years
1332 YEELS
17k years

Letters

Instantly
Instantly
Instantly
SRS
2 mins
2 hours
5 days
10 months
53 years
3k years

Letters, Symbols

Instantly
Instantly
Instantly
4 secs
5 mins
6 hours
2 weeks
3 years
226 years
15k years

126bn years

48bn years

2tn years

380bn years

26tn years




TIME IT TAKES FOR A HACKER TIME IT TAKES A HACKER TO BRUTE
TO CRACK YOUR PASSWORD FORCE YOUR PASSWORD IN 2023

Numbers, Upper Numbers, Upper Number of i Upper and Numbers, Upper: Numbers, Upper
Number of Numbers Lowercase Upper and and Low,ercase and I.owlercase Numbers Only o::a:::::e Lowercase and Lowercase  and Lowercase

Characters Only Letters Lowercase Letters Totrors Letters, Symbols Characters Letters Letters Letters, Symbols
.

4 Instantly Instantly Instantly Instantly Instantly Instantly Instantly Instantly Instantly Instantly

5 Instantly Instantly Instantly Instantly Instantly Instantly Instantly Instantly Instantly Instantly
6 Instantly Instantly Instantly mm Instantly Instantly Instantly Instantly Instantly
7 instontly | _Instontly | 25secs | Tmin
8 Instontly | 5secs. | _22mins | 1hour

% Instantly Instantly 1 sec 2 secs 4 secs

Instantly Instantly 28 secs 2 mins 5 mins

o L ety | 2mins || T19hous e R -

0 Insianﬂy ml m m I e nstantly SEES mins ours ours
[0 s |[Wde 7| Syeans N ] BT o v
12 s | [ 2years | Stk yoors santly | 32mins © “1month " 10 monts
18 amm | 100k yeurs tsec tanours |GYEEHN] '
e amin 200m years s ,
m 600m years m 52 secs 1 year 17k years
m‘ 37bn years 9 mins 27 years

17
18 9 months 100 tn years 7qd years

1 hour 713 years

14 hours 18k years _ 48bn years 380bn years
6 days _ 126bn years 2tn years 26tn years

> Learn how we made this table at hivesystems.io/password

. HIVE Cybersecurity that’s approachable.
l SYSTEMS Find out more at hivesystems.io

B R 2R : https://www.hivesystems.com/blog/are-your-passwords-in-the-green
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= INCREASE =
IN MALICIOUS EMAILS

856% In the Last 6 months 41 51 %

/ | — | —
INCREASE 29% INCREASE
IN MALICIOUS EMAILS IN MALICIOUS EMAILS
In the Last 12 months Since Launch of ChatGPT

. S— ' (November 30, 2022)
INCREASE IN
BUSINESS EMAIL

COMPROMISE
Since January 2024

36

ERIZKIR : SlashNext-The-State-of-Phishing-24-Midyear-Report
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(B)5i[E) ==
53!-?}:.1.1 o- =
O]
- [O)3f=z T

=

11% 50K

435%

AVERAGE NEW

ALL PHISHING
EMAILS ARE THREATS PER DAY
ALL MOBILE QR BASED HOSTED ON INCREASE IN
THREATS PHISHING TRUSTED CREDENTIAL
In the Last 6 months DOMAINS PHISHING
In the Last 6 months

ARE SMISHING
In the Last 6 months In the Last 6 months

- BERIERIR : SlashNext-The-State-of-Phishing-24-Midyear-Report



Malicious Phishing Emails

10,000,000
8,000,000

6,000,000

4,000,000
0 e -

Q4 22 Q1 23 Q2 23 Q3 23 Q4 23 Q1 24

Exhibit 1: Phishing has increased by 341% in the last six months and 856% in the last 12 months.
- ERZRIER : SlashNext-The-State-of-Phishing-24-Midyear-Report
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FTHRRNALEZDNRZ 2024 FH—KRBZ

. EBE 16 ERE - £ AL L3R FBARBE @ 86% W IT AEZHFAREMT Al KKE LT
HISR 2R o 22 1B BA SR /F FH (Salesforce) © 2l 2026 & - 85t 90% AR FABHBEALEZRESL
(BOMAIZ=AS ) - SBREFERGIE T SR ERREILFERSEZNILFEZE TR
TERE - EOA FSMZEAFBYFEERERF INER - HRAEIBFED FAGR -
FHRNALEZTENLIRER F—EEMMKBN  JUSRESHENBECKE (B 2) -
WENAE LTRRREMIERNBSENE - EREIENEEEREMNZE LI RITARILIN -
ARERNALIESBEREETNEN - BBEZERNNATLESRINZ ZHED TR
NEHEBEAE S ENRE -

- BRIZKIR : SlashNext-The-State-of-Phishing-24-Midyear-Report



>

BEC Threats Types By Percentage

ERIZKR : SlashNext-The-State-of-Phishing-24-Midyear-Report

BEC: Assistance (Impersonation)

BEC: Invoice and Funds
m BEC: Payroll Theft
m BEC: Request of Quote
BEC: Gift Card Scam
BEC: Purchase Renewal
BEC: Generic
Social Engineering: Beneficiary Scam
Social Engineering: Donation Scam
m Social Engineering: Investment Scam
Social Engineering: Other

Social Engineering: Purchase Scam

41
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. 1R#E Verizon 2024 FERNINERERS - B
PESFEERNBREBNEEZRABENLLERS
FTigil - B FHE BB ERELN P
HEEA 21  BRESIN 28 VWHPEBAE
R E] - BREB KB RENFE - ERINERE
HEZL;—ET_HR’FEBEE’J%Z%XM R AR T A

j(in =A: ﬂft‘%’]f@é%ﬂﬁl]%ﬁ%
%%’75’\] : %EE?EIW? 178 ~ LR FHIE -
B 10 ﬁJ/,UKimﬂDT 217% °

- BERIERIR : SlashNext-The-State-of-Phishing-24-Midyear-Report

800,000
700,000
600,000
500,000
400,000
300,000
200,000
100,000

0

Credential Phishing Increases 217%

October 2023

March 2024
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ﬁﬂﬁﬂﬂ@ SEENRBHEEDETERBIRNRSIENRZEDIN S AERERN - A8
PEDFEBIREBEMN T AREIEHAP UK REMPNZE TR - [EMESEREIRAR -
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- BRIZKIR : SlashNext-The-State-of-Phishing-24-Midyear-Report



AR R BT 2
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FESIR BB FEMFFIFR AR B BEEE ( EREABEFEFNITIERED ) PR 4R
sy - LEEEERBESNESENEKE ZAIBELIEEM -

- BRIZKIR : SlashNext-The-State-of-Phishing-24-Midyear-Report



B ML BB R FEAZERE) Quick Assist -
NEise e T EERE Black Basta

. RIBWENE 2024 £ 4 AR aLURNHAEERIR - E5%8FTE 10 Storm-1811 B EAE=
ASEZFNHEHAMIUIF RS EEFHEREE  AEBNEHEREHH = ENE - SHET W
NIRFEEE  BBEETNEREE  UERMENMXIEAESRRKELATN IT SBZRAE -
SR E B R RN IR F A R R

CEIR - WEBEIBRRSEEZRE Windows 2 ANENZEIRIZERFAZEHLEZT B Quick
Assist - EMEFMFIE Windows Z2ENFEER - MEERTR - —BHERAE R FIMES -
REEZETVTIERN CURLmS - FE—RIBAREBEEREETEEHARIESL ZIP B4E1iE -
. WEEEZ BB ( Microsoft Threat Intelligence ) EZEXEAFITEIR  EEREREEHEE
K N & Qakbot 22T - Cobalt Strike BE R TR - DAK ScreenConnect A
NetSupport Manager FizinEEEETH (RMM) -

. BELEEETEWARERER - Storm-1811 SETHAFIE  EEENREEPEQEE
17 fE FH Windows PsExec telnet & L E5(%E Black Basta #) =& 52 -
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EERERZRE - RFZEMEITHEGEIE Quick Assist

. RBAEELE A S Rapid7 WEIR - BERTAEZSFERARME - F8 PowerSheII ean <3
ENSEENRE %?ELLHQI%D%JLEH @EF%@%@%%M\ ST BETT AR EFTHY
ERART - REEFEHAENRE - I%ﬁ?ﬂ%&’}i%ﬁ (SCP) mn% & U%Z%IT’“E’JHHE%% A
B FZREENELSTHN—EREER  VAFEETEER -

. BYBRIEEENAERTIENE - M2 ?Hﬂ*ﬁ)‘ii@%‘ﬁﬂ%aﬁ 2= Bz EHE EIE Quick
Assist MBI EREZEEETH - Wil E THEBIH ESEZIEFRINE ?% W
ANEZEBERE 7 IT XBEAB MEZARTS ( Microsoft Support ) & - ZREEFEMA
EEIAMMMANERE  IRERBESSEE - suEIEIPEE Quick Assist ZE4R -
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THANKS!

Any questions?

You can find me at
williamwang@nii.org.tw
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l National Information Infrastructure Enterprise Promotion
Association
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